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Moodle Version(Z DU TC

Version Release status Initial release General support Security support
ends ends

3.9 (LTS) 15 June 2020 10 May 2021 8 May 2023

3.10 9 November 2020 8 November 2021 9 May 2022

3.11 17 May 2021 9 May 2022 14 November 2022

4.0 13 December 2021 14 November 2022 8 May 2023
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Moodle Version(Z DU TC

« Security announcements
https://moodle.org/mod/forum/view.php?id=7128

MSA-21-0031:
MSA-21-0030:

MSA-21-0029:

MSA-21-0028:
MSA-21-0027:
MSA-21-0026:
MSA-21-0025:
MSA-21-0024:

MSA-21-0023:

Messaging email notifications containing HTML may hide the final line of the email
Insufficient escaping of users' names in account confirmation email

Stored XSS when exporting to data formats supporting HTML via user ID number

IDOR allows removal of other users' calendar URL subscriptions
Stored XSS in quiz override screens via user |ID number

Stored XSS in the web service token list via user ID number
Messaging web service allows deletion of other users' messages
Blind SSRF possible against cURL blocked hosts via redirect

Recursion denial of service possible due to recursive cURL in file repository

MSA-21-0022: Remote code execution risk when Shibboleth authentication is enabled

MSA-21-0021:
MSA-21-0020:

SQL injection risk in code fetching recent courses
SQL injection risk in code fetching enrolled courses
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« FEARKZFIZMH(Moodle3.10)
 https://www.ield.kumamoto-u.ac.jp/?page id=77

« FEXRFIZH
« https://moodle2.chiba-
u.ip/moodlel19/pluginfile.php/54024/mod resource/content/13/moodlemanu

al201901121.pdf
« Waseda Moodle #|FH~ =2 7 LIZDWT
« https://wnpspt.waseda.jp/teacher/wsdmoodle/
o TLEEhR https://wnpspt.waseda.jp/teacher en/wsdmoodle/
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